Introduction to the dimensions of
digitalisation

Module 3.1:
Introduction to Data



Agenda

Module 3.1: Introduction to Data
e Data comes from multiple sources
e Data is valuable




Faceapp
Cool or dangerous?
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Faceapp
Terms of use (1/2)

“You grant FaceApp a perpetual, irrevocable, nonexclusive, royalty-free,
worldwide, fully-paid, transferable sub-licensable license to use, reproduce,
modify, adapt, publish, translate, create derivative works from, distribute,
publicly perform and display your User Content and any name, username
or likeness provided in connection with your User Content in all media
formats and channels now known or later developed, without compensation
to you. When you post or otherwise share User Content on or through our
Services, you understand that your User Content and any associated
information (such as your [username], location or profile photo) will be
visible to the public.”

“You grant FaceApp consent to use the User Content, regadless of whether
it includes an individual’s name, likeness, voice or persona, sufficient to
indicate the individual’s identity. By using the Services, you agree that the
User Content may be used for commercial purposes,”
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Faceapp
Terms of use (2/2)

“FaceApp, its Affiliates, or Service Providers may transfer information that we
collect about you, including personal information across borders and from
your country or jurisdiction to other countries or jurisdictions around the
world. If you are located in the European Union or other regions with laws
governing data collection and use that may differ from U.S. law, please note
that we may transfer information, including personal information, to a country
and jurisdiction that does not have the same data protection laws as your
jurisdiction,” notes ‘how we store your information’ part of privacy policy.
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Data from different perspectivesg's

Businesses and data

« Economies are
increasingly
data-powered (““‘data-
driven value-chains™)

e Data is now a critical
corporate asset

* Innovative data use can
have disruptive effects
for whole industries
(“winner takes it all
dynamics”) and enables
new business models
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An opportunity for
developing markets
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Introduction to data
Data comes from multiple sources

D Human

sourced data
e Social media

e Internet
searches

e Email or SMS

content

Media

sourced data

TV and radio
broadcast
data

» Digital
newspaper
data

@

Machine
generated ﬁ‘

data
* Road sensors
« Satellites .
Data « Smart meter ;0(
Internet of 0’0
sources Things
Process
Crowc_l— mediated data
sourcing data e Health
e Citizen- records
generated « Mobile phone
data data
. Image_s e Credit card
collection data



Individuals

Data profile:

Generate bulk of the
data

Rightful owners of data
Trade private data for
goods & services in
general without
monetary benefits
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Data from different perspectives

Data use iIs valuable for individuals, businesses
and governments

Business

Data profile:

* Beneficiaries of the
data revolution

 Capitalize on data by
processing and
analysing it for
business purposes

Governments

—ﬁ—

Data profile:

Accumulate vast
amounts of information
about citizens and
businesses

Data insights can help
iImprove citizen
experience and
accountability
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Data from different perspectives
Individuals and data

Table 4.2 Benefits from personal data to individual

Data holds Informational value Financial value
Information is derived from the data people People produce data that has financial value for some other party and
produce, which could inform decision-making.  exchange their data for products or services.

Effects Direct: Derived when people use their own Direct: Derived when people share their data (knowingly or otherwise)
or others’ data to make decisions (such as with organizations in return for services (for example, people provide data
exercise data from a wearable activity tracker in return for access to information services or social networks online);
or reviews on a shopping portal). those services are financed through the sale of the data or its derivates.
Indirect: People's data goes to organizations Indirect: People provide data that collectors use or sell on to others,
(for example, health care companies, generating economic value that could return to individuals through
urban planners, financial institutions, news lower prices or income-generating opportunities, or feed into broader
organizations) that use it to improve or economic processes, which could also include innovations that benefit
subsidize their products. the wider public.

Benefits e Better decisions e Access to digital services
* Innovative products * Wider economic benefits for data users that could spill over into

e Improvement in public services opportunities for data producers

= Data enables improved individual decision-making and
more convenience when interacting with organizations

= But there is also a price to pay: Potential loss of
privacy, agency and control



Data from different perspectives

Governments and data

Improving
Transparency &
Accountability

Improving f | | | ) Enhance
Efficiency of /J Ty - 0 Participation
Public Services | i : : -

== Governments have the opportunity to
become more “data driven” at all levels

Source: European

- Data Portal



Data from different perspectives
Governments and data

Lack of technical capacity and incentive to ﬁ

Interpret, analyse and disseminate open data

Cash-strapped agencies might support themselves by
selling data

Outdated or poor- quality data might discourage demand
Manipulative data use
Implications for trust and confidence

== But: There a still limitations to harnessing
the value of data
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Data from different perspectives
Example: Kenyan Open Data Initiative

‘aENB’A HOME WHOWEARE COUNTYDATA ~ DIGISCHOOL  SUGGEST DATA
‘openDa

EXPLORE DATA CATEGORIES

‘  Multistakeholder
l initiative

* Not only data
collection but
also application
(20+ initiatives
since 2011) and
(political)
actions

 No data updates

, » Lack of legal and

policy
structures
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Data for Development

Unleashing the power of data- driven
development for developing countries

People’s lives can benefit greatly when decisions are
iInformed by relevant data that uncover hidden patterns,
unexpected relationships, and market trends or reveal
preferences.

Development cooperation can be a driver for
Increasing the availability of relevant data

Quality data is still scarce, especially In
developing regions




Data for Development
Examples of innotive data use (UN Global Pulse)
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Data for Development
Discussion: Misuse or missed use?

@9\+ﬁ: ?

“We need a public discourse around where to draw the line in

very concrete cases between misuse and missed use.”
Robert Kirkpatrick, UN Global Pulse Director

10 min

What are your experiences with data for development?

« How relevant are data approaches in your work context?

« Where do you potentials and risks?

« What can be done to prevent potential harms of sensitive data

misuse?
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Dealing with Data

Helpful Guidance for Policymaker

AN BOOK

INTRODUCTION

WHAT THIS HANDBOOK HAS TOOFTER

DESIGNING
A PROJECT

DEFIGNING RESPORIELE PROIFCTS

_._@_
MANAGING

DATA

SETTING UP THE TATA INFRASTEUCTURE

what could go wrong?

We don't know much about how data-driven projects can go wrong until they go
terribly wrong. There are strong incentives not to share experiences of responsible
data harm, and those who share stories, especially of dramatic harm, usually don't
wish to be attributed. Nontheless, there are a number case studies described in this
guide that illustrate the breadth of harm that can result from irresponsible data
practices. Here are some broad examples of things that can go wrong:

Individals can be harmed physically, emotionally or financially. When personally
identifiable information is leaked in sensitive contexts it can spark
violence, discrimination, or exclusionary policies.

Groups can be harmed without individuals ever being identified, through the
enactment of discriminatory policies on the basis of data, on the basis of percieved
relationships or through subtle social dynamics or engineering,

Project credibility and relationships with local partners and beneficiaries can be

harmed when stakeholders feel as though they are exploited for data without receiving

benefits, or when projects have adverse and unintended consequences,

misconceptions
and common myths

If you are working with data and want to speak about the importance of responsible
data, you may run into a number of recurring ideas that get into the way of moving this
discussion forward - be it within your organization or in your interaction with other
stakeholders, such as donors or beneficiaries of your projects.

Below are a number of those we have encountered so far and would like to address:

it is not my job, the it department has this covered.
Actually, IT staff don't always understand these challenges very well either; they likely
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